[Tpuitoxenne 2
K 00s3aTe/ILHOH HHPOPMALIHH
JUISL pasMELLCHUS Ha calTe

HHOPOPMALIMOHHAS ITAMSITKA
A1 OBYYAKOIUXCS 1151 PASMELILEHU S
HA OOULHAJNBHBIX MHTEPHET-PECYPCAX

C- KaXXJIbIM I'OAO0M MOJIOACHH B HHTCPHETE CTAHOBHTLCH 60“')“.16, a4 UIKOJIb-
HUKH OJHH M3 CaMbIX aKTHBHBIX IOJb30Bare/ied Pynera. Mexiay Tem, noMumo
OrPOMHOIO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECeT W NpodJeMbl. JTa namsr-
Ka JIOJIKHA [TOMO4b Tehe Oe3011acHO HAXOUUTECS B CETH.

KoMIisioTepHbie BUpYChI

Komiipiorepubiii BUpYC - 9T0 pasHOBHIHOCTB KOMIBIOTEPHBIX MPOrPaMMm,
OTJIMYHUTEIBHOW 0COOCHHOCTBLIO KOTOPOH SBISETCH CrIOCOOHOCTD K Pa3MHOKEHHIO.
B jomonnenne K 3TOMY, BUPYChl MOI'YT [OBPEIUTbh WIH MOJHOCTHIO YHHYTOKHUTE
Bee ailuibl M Aannble, HOAKOHTPOIBHBIC M10JIB30BATEIO, OT HMEHH KOTOPOIO Oblia
3anyllcHa 3apaxKeHHad IporpamMma, a Takike [MOBPCeAHUTh MM J1aKe YHHYTOXKHTDL
ONepalHoOHHYIO CUCTEMY cO BceMmH Gaiiamu B uenoM. B GONbIIMHCTBE Cliydacs
pacrnpocTpatsioTCs BUPYChl YEpe3 MHTCPHET.

MeToabl 3a1UThl OT BPEAOHOCHDLIX [IPOI'paMMm:

1. HMcnons3yii coBpeMeHHbIe ONepallMOHHbIE CHCTEMbl, UMEIOLIUE Cepbe3-
HBIA YPOBEHb 3aLUUTLI OT BPEJIOHOCHBIX [IPOIPaMM;

2. IlocTroanHo ycraHaBiHBail na4TH (LMQPOBLIC 3aIIATKH, KOTOPbIC aBTO-
MATUYECKH YCTaHABIUBAIOTCA ¢ LEJBIO 40paboTKu 1IPOrpaMMel) 1 Apyrde oOHOB-
JIEHUS CBOeH omnepaiuoHnoi cucteMbl. CkauuBail MX TOJIBKO ¢ O(QHUHAIBHOIO
cahra paspaboruynka OC. EciM CylIlecTBYET pekKHM aBTOMATHYECKOro 00HOBIE-
HHS, BKJIIOYH €ro;

3. Paboraii Ha cBOeM KOMMBIOTEpE 101 [IpaBaMM MOJIE30BATCIs, a HE a/IMH-
HHCTPATOpPA. DTO HE O3BOJINT G{NIbIIIHHC'I‘By BPCAOHOCHBIX TIPOI'paMM HMHCTALIH-
POBATLCS HA TBOEM NEPCOHAIBHOM KOMIILIOTEPE;

4. Ucnonu3yi anTUBHPYCHbIE [IPOIPAMMHbBIE TIPOJIYKTbI H3BECTHBIX MPOH3-
BOJUTEJICH, C aBTOMATHYECKUM 00HOBJICHUEM 0a3;

5. Orpanuub GU3HYECKHUHA JLOCTYII K KOMIIBIOTEPY JUISl IOCTOPOHHUX JIMLL

6. Mcrione3yii BHelIHne HOCHTEIM MH(OpMalMK, TaKUe Kak (Jciika, JHCcK
viH paiin U3 MHTEPHETa, TOJIBKO U3 [IPOBEPEHHbIX HCTOYHHUKOB,

7. He O'I'I{pblﬁﬂﬁ KOMIILIOTEPHEBIE ll)al::l.llb[., HOJNYHCHHBLIC M3 HEHA/ICKHBLIX HC-
To4HUKOB. Jlaxke Te haiibl, KOTOpPbIE NPHUCIAl TBOH 3HAKOMbBIA. Jlydine yTouHu y
HEro, OTIIPABIIAI JIH OH TeOC HX.

Ceru WI-FI

Wi-Fi - 5710 He BM/1 nepejiauu JaHHbIX, HE TEXHOIOIHS, 4 BCEro JIMilb Open /i,
mapka. Eme B 1991 roay Huaepianickas KOMIaHWs 3aperucTpuposaja OpeHa



"WECA", 4ro obosnayano ciosocoderanue "Wireless Fidelity", kotopbiii nepe-
BOJIATCSH Kak "OecrnpoBo/iHas TOUHOCTE".

Jlo Hawero Bpemer# Jolia jipyras abdpeBuarypa, KoTopas ABIsSeTcs Takoil
Ke TexHosorueil. Dro abbpesmarypa "Wi-Fi". Takoe nassanme Obulo 1aHO C
HAMEKOM Ha CTAHJIApT BbICUICH 3BYKOBOM TeXHHKHU Hi-Fi, uro B nepenojie o3nava-
eT "BbICOKAst TOUHOCTE".

Ma, GecnnaTHbIi MHTEPHET-L0CTYII B Kade, OTeNsX U adpolopTax AB/SeTcs
OTJIMYHON BO3MOKHOCTBIO BbIXOJa B mHrepHer. Ho Muorue skcneprsl cquTaor,
yTo obuenoctynubie Wi-Fi cetn ne sBasiiorcs 6e30MmacHbBIMH.

Cosertsl 110 Oe30nacHOCTH padoThl B 00me0cTynHBIX cersx Wi-f1:

1. He nepenasaii cBo1o 4Hy0 nHbOpMaLHio Yyepes obwenocTynisie Wi-Fi
cetd. PaGoras B HUX, KeTaTeIbHO HE BBOAHUTE [IAPOJIH JA0CTYIA, JIOTHHBI H KaKHe-
TO HOMEPA;

2. Mcnonb3yi ¥ 0OHOBIIAN aHTUBUPYCHbIC IporpaMmbl M Opanamayep. Tem
caMbIM Thl 00e30nacHIlb ceb OT 3aKaYKH BHPYCa Ha TBOC YCTPOHCTBO;

3. [lpu ucnons3oBanuu Wi-Fi orkmoun dyskumo "O6mumi jloctyn k daii-
nam u npunrepaM”. Jlannas GyHKUMS 3aKpbiTa [0 YMOJIYAHHMIO, OJHAKO HEKOTO-
pble MoNb30BATEH aKTHBHPYIOT €¢ /ISt yJ100CTBa MCHOJBL30BaHus B paboTe HIIn
yuebe;

4. He wucnonpsyi nyOnumunsii WI-FI 18 nepenaum nu4HBIX JIaHHBIX,
HATPUMED JUIS BBIXO/1a B COLMAIBHDIE CETH HIIK B MICKTPOHHYIO [TOYTY:

5. Mcnonb3yi ToNIBKO 3ainuuienHoe coequnenne yepes HTTPS, a ne HT'TP,
1.¢. Ipu Habope BeG-aapeca Beoau umenno "https:/";

6. B MobuneHom renedone ornoyn dhyukumio "Tlogkmoyenne k Wi-Fi as-
tomatrdecku”. He nonyckail aBromMarnueckoro HojKIOYeHUs yCeTpoiicTsa K ce-
M Wi-Fi 0e3 TBoero cornacusi.

CounanbHbIC CETH

CounanbHbIC CETH aKTUBHO BXOJ/SIT B HALLY JKH3Hb, MHOIHE JIIO/IH paboTaioT
H JKHBYT TaM [IOCTOSHHO, a B IFacebook yke 3aperucrpuposas MHjLIMap/L 4€I0BEK,
YTO ABIAETCH OJIHOW CEABbMOM BCCX KUTEC/ICH IIaHCThl. MHOTHE 1M0JIB30BATEIN HE
NOHUMAIOT, YTO MH(pOPMALMs, pasMEIIeHHas UMH B COLMAIBLHBIX CETAX, MOXKET
ObITh Hal/icHa M MCHOJIB30BAaHA K€M YIOJHO, B TOM 4uciie He o0s3arensio ¢ Oua-
MMM HaMEepPEeHHUSIMH.

OcHOBHBIC COBETBI 110 OC3011ACHOCTH B COLMAIBHBIX CCTAX:

. Orpanuup cnmcok apysei. Y rebs B ApPY3biX He J0JKHO ObiTh Cilydaii-
HBIX ¥ HE3HAKOMbIX JIH)JICH;

2. 3anuinan cBOIO 4acTHYIO xKu3Hb. He yka3swiBail napoiu, resedoHsl, aipe-
ca, JlaTy TBOEro POKACHHA U APYIVIO JIMYHYKO HHpOpMALHIO. 3110YMBIIIEHHAKH
MOTYT HUCIOJIB30BaTh Jaxe UH(POPMALIMIO O TOM, KAK Thl H TBOH POJIUTENN TUIAHH-
pyeTe NpoBeCcTH KaHUKYJIbI;

3. 3amumai cBOKO penyTauMio - JEpKH ee B 4HCTOTe W 3ajaBail cebe Bo-
npoc: xores 05l Thl, 4ToObl Jpyrue Mojab30BaTelH BUICHH, YTO Thl 3arpyKaciin”?
[Toaymaii, npexae ueM 4To-To ONyOJIMKOBATE, HANIMCATH U 3arPY3UTD;



4. Ecnu TBI rOBOPUIIL € JIIOJIBMHE, KOTOPLIX HE 3HACLIL, HE UCIIOIBL3YH CBOE
peankHoe UMS M JIPYIYIO JINYHYIO MH(MOPMALMU: MMS, MECTO JKHUTEIbCTBA, MECTO
y4eOBl U [poyee;

5. M30erai pazmenienus gororpadguit B UaTepHeTe, rae Tel H300paxkeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPE/ICJUTE TBOE MECTOIOI0KEHHE;

6. llpu perucrpauuu B COLUHANLHOMN CeTH HEODX0MMO UCIIONbL30BATL CHIOK-
HbIE 1aPOJIH, COCTOSIIHE W3 OYKB ¥ LH(P H ¢ KOJIHYECTBOM 3HAKOB He MeHee §;

74 )1.TIH C'l)l.l_l-‘li:lJIbHUﬁ CCTH, IIOYTbI H JPYIHX cairoB l'lCDGXO,’lHMO HCITOJIL30~
BaTh pa3Hble apoJiH. TOI',LI,E! ec/m Teos B3JIOMAIOT, TG 3JIOYMBINNICHHHUKH 110J1yHaT
JIOCTYII TOJIBLKO K OZITHOMY MECTY, a He BO BCE cpasy.

-':').TIEKTPDHHI)IC JACHBI'H

DNEKTPOHHBIE JIEHBI'M - 9TO O4eHb YJI00HbIH crnocod narexe, 0J1HaAKoO Cy-
WECTBYHOT MOLWEHHUKK, KOTOPLIC XOTAT HOJIYYHUTL 9TH JICHbIH.

DNEeKTPOHHBIC ACHBIM OABMINCH COBCEM HEAABHO M MMCHHO M3-3a ITOrO BO
MHOI'MX I'OCYIapCTBaX J10 CHX [10P HE NPOIUCAHO [IPO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKIMOHHPYIOT M O HHUX YKE MPONUCAHO B 3aKOHE, Iie
HX pa3JesOT Ha HECKOJIbKO BHMJIOB - AHOHMMHBIE M HE aHOHWUMHbIE. Pasnuua B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pPa3peuIacTcs MpPOBOJAUTL onepanun 0es3
H,ILE'IITH[!)HK&L{HH noJib30BaTells, a 3 HeEaHOHUMIHBIX HﬂeEITHqJHKalLHH nonan30BarTelis
SIBJISIETCHA 00543aTe/IbHOM.

Taxke cneyer pasinyarTh IEKTPOHHbLIE (pUaTHbIE JIeHbI'H (paBHBIL IOCY/1ap-
CTBEHHBLIM BajlOTaM) M 2JICKTpOHHbLIe HeduaTHbIe ACHLIW (HE paBHbI rocyjaap-
CTBCHHBIM BaJIHOTaM).

OCHDBHblE coBeTsl 110 De3onacHom pﬂﬁﬂ'l'ﬂ C JIEKTPOHHBIMH JICHbI'AMHI

1. IlpuBsku K cuery MOOMIIBbHBIA TenedoH. DTo camblid y100HbLIH M ObICT-
pbId crtoco® BOCCTAHOBHTE JOCTY K cuery. [IpuBsasannsiii Teaedon nomoxer, ec-
JIH 3&6}’}.18[”[1 CBOW IUIATEKHBIH apoiib Hiin 3aﬁuemb Ha CAUT C HE3HAKOMOIO
yCTpOHCTBA;

2. Mcnone3yit ogHopasosble 11apoin. llocie nepexoia Ha yCHISHHYIO aBTo-
pu3auuio rede yxe He OyJeT yrpoaKaTh OllaCHOCTL Kpaxu MIIM lIepexBata [11aTex-
HOTO Napos;

3. BeiGepu cioxubiii naposus. llpecrynnukam Oyaer e npocro yrajiarb
CJIOKHBIA NapoJib. Hajexueie naposiu - 910 11apolid, KOTOpble COACpPKAT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B ceBst CTPOUHbIE U [POMUCHBIE OYKBbI, LIU(PPbI U HECKOJIb-
KO CHMBOJIOB, TAKHC KdK 3HAK /J10JuIapa, (l)yli'l‘ﬁ, BUCKilHlla'l'CJlbIIblﬁ 3HaK H T.II.
Haripumep, $tROng!;;

4. He BBOZM CBOM JIMUHBIC JJAHHBIE HA CAHTaX, KOTOPLIM HE JI0BEpsiellb.

DeKTPOHHAS 110YTa

DNIEKTPOHHAA 110YTa - TO TEXHOJIOIHS M NPEJlOCTaB/IsgeMble €0 YCIYrd 110
nepecsUIKe U I0JIYUEHHUIO JIeKTPOHHBIX COOOIICHHI, KOTOpbIe pacipeelsiFoTcs B
KOMITBLIOTCPHO# ceTH. OOBIYHO 2JICKTPOHHbIH MOYTOBBIA SILUMK BBIIAIUT CIELy-
UM 06pa30|\1: HMH___I'IGHI::BOBHTEJ’JH@HMH_J_I(JMCHH. Takxe KpOME 1IEpe/iain Inpo-
CTOro TEKCTA, UMEETCH BOIMOXKHOCTL Mepe/iaBaTh (paﬁnm.

OcHoBHble coBeThbI 110 Oe3011acHOi padoTe ¢ 2IEKTPOHHOM [104TOH;



l. Hapo BeIOpaTh IpaBuiibHbIA 104TOBBIA cepBuUC, B uHTepHETE ecTh
OrpOMHBIH BEIOOP OECIUIATHLIX MOYTOBBIX CEPBHCOB, OJIHAKO JTy4llIe JIOBEPSTE TEM,
KOT'0 3HACIIb M KTO NEPBLIH B peHTHIITE;

2. He yxasbiBall B IMYHOH mouTe JHYHYIO uHhopmaimio. Harpumep, nyuiie
BbIOpaTh "My3bIKanbHbIi_(anar@" win "pok2013" smecro "remal3";

3. Hcnosib3yit nBYyXDTalHyl0 ABTOPH3ALHMIO. JTO KOIJA [OMHMO NapoJis
HY’KHO BBOJIMTbH KO/, NpUcklIaeMbiid mo SMS;

4. Boibepu cnoxHbli naposs. s Kax10ro no4ToBOro siMKa J0KeH ObITh
CBOM HAJIEKHBIH, YCTOMUYMBLII K B3]10MY 11APOJIL;

5. Eciu ecTh BO3MOXKHOCTH HAIMCAThL CAMOMY CBOM JIMUHBIH BOIPOC, HC-
NOJIb3yH ITY BO3MOMKHOCTD,

6. Mcronb3yil HeCKOILKO MOYTOBBIX SLIMKOB. IlepBbli jyUIs 4acTHON nepe-
MUCKH C aJpecaraMu, KOTOPLIM Thl JI0OBEPsCIb. DTO JIEKTPOHHDBIH agpec He HaJlo
HCTIONB30BaTh MPH perucTpaluy Ha hopyMax M calrax;

7. He orkpbiBaii (aiijibl W Apyrue BIOKEHUS B IMUCLMAX, JAXKe eC/IM OHH
NPUILIKA OT TBOMX JApy3eH. Jlyume yrouynu y HUX, OTIPAB/ISUIM M OHM Tede ITH
thaiibl;

8. Ilocne okoHvanusi palorbl Ha MOYTOBOM CEPBHUCE II€PE] 3AKPBLITHEM
BKJIa/IKH ¢ calfiToM He 3a0y)ib Haxarn Ha "B,

KubepOy utdHr nity BHPTYAIbHOE M3/1eBaTEIbCTBO

KubepOynnuur - npecnesopanie COOOMIEHUAME, COLEPIKALLIMMH OCKOpO.Ie-
HMSI, arpecCcHlio, 3allyrMBaHHe, XYJIHIaHcTBO, collalbHoe BOMKOTHpOBaHKE ¢ T10-
MOLLbIO Pa3/IH4HbIX HHTEPHET-CEPBUCOB.

OcHogHbIe coBeTbl 110 Gopbde ¢ kKubepOyITuHroM:

1. He Opocatics B 60i. JIyqiuii crioco6: mocoBeToBaThCs Kak ce0s BeCTH u,
€CJIM HET TOr'0, K KOMY MOYKHO OOpaTHUTbCH, TO BHa4ajle yCHOKOMTbCA. Ecinu 1ol
HayHellb OTBEYaTh OCKOPOJCHHAMHM Ha OCKOPOJIEHHMs, TO TOJABKO eule Oosiblie
pa3z0xIKellb KOH(IIUKT;

2. Ynpasusi cBoei kubeppenyTraluei;

3. AHOHHMHOCTE B cerTd MuuMas. CyulectByioT crnocodbl BISICHHTD, KTO
CTOHMT 3a AHOHMMHBIM AKKAYHTOM;

4. He crour BecTn xXynuranckud oOpa3 BUpryanbHOH xu3uu. MuTepHer
(huKCHpyeT Bce TBOM JeMCTBUS M coXpausier uX. YaauuTb ux Oyjer kpaiiHe 3a-
TPYAHUTEIBHO,;

5. Cobnronai CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Uraopupyit eamHuyHbli Heratus. O/HOPa30Bbie OCKOPOUTEIIbHbIE CO0D-
[ICHUS JIydlle MIHOpUpOBAThL. OOBIYHO arpeccusi Npekpailaercs Ha HavyalbHOM
CTa/lHH,;

7. ban arpeccopa. B nporpammax odMena MrHOBEHHBIMH COOOLICHHAMU, B
COIMAJIBHBIX CETAX €CTh BO3MOXKHOCTE OJIOKMPOBKH OTIIPABKH COOOILCHHMIT C Orpe-
JIENICHHBIX a[peCcOB;

8. Ecum b1 cBuerens kubepOynnuura. TBou AedcTBUS: BHICTYIIUTD IIPOTUB
npecieoBaresis, oKasarb eMy, 4TO ero JeHCTBHSA OIICHHMBAKOTCA HCraTHBHO, 1101
JlepKaTh KEPTBY, KOTOPOH HY)KHA ICHUXOJIOTHYCCKas MOMOILb, COODIUHTE B3pOC-
JBIM O (PAKTE arpecCUBHOIO [1OBE/CHHSA B CCTH.



Mobunensii Tenedon

Cospementibie cMapTQOHEI H ILUIAHIIETHI COAEPKAT B ¢eOe BIOIHE B3POCILI
(YHKI{HOHAI, ¥ TEMepb OHM MOIYT KOHKYPUPOBATEL CO CTALMOHAPHBIMH KOMIIbIO-
TepamMi. OJ1HaKO, CPeJICTB 3alIMThL VISt NOJ00HBIX YCTPOHCTB 110KA OYCHB MAIO.
TecrupoBanue U MOUCK yS3BUMOCTEH B HUX HPOMCXOAMT HE TAK HHTEHCHBHO, KaK
Ais TK, 1o ke camoe kacaercs U MOOUILHBIX PUIIOKCHHIA,

Cospementibie MOOH/IBHBIC Opay3epsl yike NPAaKTHUECKH JOTHAJIH HACTONb-
HbIE AHAJIOIH, OIHAKO paciimpeHde (YHKIMOHAIA BiedeT 3a coOOH 0oblIyIo
CIIOKHOCThL H MEHBILYIO 3aITHIIIEHHOCTD,

Jlaneko He Bce NPOM3BOJMTENM BLIIYCKAIOT OOHOBIICHMUS, 3aKpbIBAIOIHE
KPHUTHYECKHE VI3BHMOCTH IS CBOMX yC'l‘p(}ﬁC'l'B.

OcHoBHbIE COBETHI JLIs HE3011aCHOCTH MOOHILHOTO TeedoHa:

HH"-ICFO HEC ABJIAETCH MO-HACTOSAIEMY DecIuIaTHLIM. F.I}'J_lb OCTOPOZKEH, BE/lL
Koraa tebe npennaraor GecnyiaTHbIH KOHTEHT, B HEM MOIYT ObITh CKPBITBI KAKHE-
TO [JIATHbIE YCIIYTH;

JlymaH, npexie yem ornpauts SMS, doro win Bujeo. Trl TOYHO 3HACIIb,
rae oM OyJyT B KOHEHYHOM HTOre?

Heo0xommo 0OHOBIIATL OHEPALMOHHYIO CHCTEMY TBOEI0 cMapThOoHA;

HCI’IDJ’IB3yﬁ AHTHBHPYCHBIC HporpamMmel 1Jist MOOUNBLHBIX 'I‘BJ'IGCI}O]I()B;

He s3arpy:ka# NpHIOKEHHS OT HEH3BECTHOIO MCTOYHHKA, BEIb OHUM MOIYT
co/lepkaTh BPeAOHOCHO? NporpaMMHOe obecredenune;

Ilocie Toro Kak Tel BBIHCUIL C caiTa, IJie BBOAMI JIMYHYIO HH(OPMALHIO,
3aH/1M B HacTpolikH Opay3epa u yaain cookies:

Hepﬁomﬂecxﬂ HpOBQPHI‘:I, KaKHC ILUIATHBIC YCIIYI'H dKTHBUPOBAHLI HA TBOEM
HoMepe;

JlaBaii cBoil HOMEp MOOMIBHOrO TesedOHa TOJIBKO JIOAAM, KOTOPBIX Thbl
3HacllL 1 KOMY /10BEPACII b,

Bluetooth nomxen ObITh BhIKIIOUEH, KOTJIAa THL HM He nosb3yewses. He 3a-
ObIBal MHOI/la IPOBEPATH ITO.

Online urpsi

CospemenHbIe OHJIARH-UIPBI - 2TO KPACOUHBIC, 3aXBATHIBAIOLIHE pa3BIeye-
HHA, OG'E:EJIHHﬂIOU.IHB COTHH TbICsY HECJIOBCK MO BCCMY MHPY. Hl‘pOKH HCCIICAYIOT
AaHHBIH UM MUp, 001aloTes JIPYT € JAPYTOM, BBIIOJIHAKOT 3aJaHUA, CPAXKalOTCs ¢
MOHCTPAMH M [0JIY4aIOT OIBIT. 34 YIOBOJBCTBUE OHM ILIATST: HOKYIAKT JIMCK,
oriadyuBaroT adoHeMeH T HilH 1‘1pM06peTa|0T KaKHC-TO OITLHH.

Bce sTH cpeacTBa Wy T HA NOAJI@PKAHNE U PA3BUTHE UI'PEI, @ TAKIKE HA camy
De301acHoOCTh: COBCPIIEHCTBYIOTCH CUCTEMLI aBTOPHU3ALINH, BEIITYCKarKOTCHd HOBBIC
naTyd (UMGPOBEIC 3AIUTATKH /Ul [IPOIPAMM ), 3aKPbIBAIOTCH YA3BMMOCTH CCPBEPOB.

B nojo6HbIX HIpax CTOHT OMAcarhCsi HE CTOJLKO CBOMX COINEPHHKOB,
CKOJIBKO KDaKH TBOEIO I1apoJis, Ha KOTOPOM OCHOBAHA CHCTCMa aBTOPH3ALIdH
OOJIBIIMHCTBA HIP.

OcHOBHBIE COBETHI 110 0E30MaCHOCTH TBOEIO UIPOBOI0 dKKAYHTA:

1. Eciiu pyroii urpok Bejier ce0s Mjioxo WK co3jaer tede HeNpHSTHOCTH,
3a010KMPYH1 €I'0 B CIIMCKE HIPOKOB;



2. TloxanyHcsa aIMUHHCTPATOpaM MIPhl Ha IUI0X0€ [0BEIEHHE 3TOr0 HIPO-
K&, JKeJIaTeJIbHO [PHIOKUTh KAKME-TO JJOKA3aTe/IbCTBA B BH/IE CKPHHOB;

3. He yxasniBaii siuunyio undopmaipio B npodaiiie urpbi;

4. YBaxal Ipyrux y4aCTHHKOB 110 MIPE;

5. He ycranaBiuBail Heo()uuHaIbHBIE [IATYH ¥ MOJLI,

6. Mcronb3yii cllokKHbIE H pasHble HAPOJIH;

7. Jlaxce BO BpeMst HIPBI HE CTOMT OTKIIOYATh antusupyc. [loka eI Mrpa-
€llIb, TBOH KOMIIBIOTEP MOI'YT 3apa3HTh.

MUIIHHT WM KpaXa JTHYHBIX JaHHbIX

OOBIYHOM KpaxeH JICHEer U JIOKYMEHTOB CeroHs yikKe HMKOIO He Y/IMBHILL,
HO ¢ pasBUTHEM HMHTEPHET-TEXHOJIOIMH 3JIOYMBIIUICHHUKH [IEPEMECTHINCh B HH-
TEPHET, U NPOJIOJDKAIOT 3aHUMATLCA "TIOOUMEIM" 1€10M.,

Tak mosiBuiac, HOBag Yrpos3a: MHTCPHET-MOLUCHHHYECTBA MM (DUILKHT,
rinaBHas Lelb KOTOPOro COCTOMT B [OJIYYEHHH KOH(HICHIIMAIBHBIX JIAHHBIX TI0Jb-
30BaTeNIel - JIOrMHOB M napoJied. Ha anrmiickom sspike phishing uuTaercs Kax
¢ummnr (ot fishing - peibnas josis, password - napons).

Ocnosnble coBeTnl 1o fopude ¢ Gumunrom:

I. Ciienu 3a cBOMM akkayHTOM. EcCid Thl 110/103peBacilb, YTO TBOS aHKETA
Obuia B3nomMana, To HeobXoAuMo 3ab0KHPOBATE ¢¢ U COOOLIHTE aIMUHHCTPATO-
paM pecypca 00 3TOM KaK MOXHO CKOpee;

2. Ucnone3y# Oe3omnacHbie BeO-CANTRI, B TOM YHCIE, HHTEPHET-MAlrasHHOB
[IOUCKOBBIX CHCTEM;

3. Hcnone3yil cnoxHele ¥ pasuble maponu. Takum oOpasoM, ecin Teds
B3/IOMAIOT, TO 3JI0YMbILUIEHHUKH TOJY4aT /IOCTYI TOJIBKO K OJIHOMY TBOEMY [pO-
(hui10 B CETH, A HE KO BCEM;

4. Eciii Tebst B3roMau, TO HEOOXO0AUMO MPEIYNPEJAUTh BCCX CBOMX 3HAKO-
MbIX, KOTOpbIE 100aB1eHbl Y T€0s B JAPY3biX, O TOM, 4TO TeDs B3JIOMAIH H, BO3-
MOYKHO, OT TBOGI0 MMEHH OyaeT pacchlIaThes cllaM M CCLUIKM Ha (HILMHIOBBIC
CalThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MoOunbHEIA TenedoH;

6. OTkmoun coxpaneHue rnapoJs B Opaysepe;

7. He orxpeisail daiinb 1 Jgpyrde BiIOXKeHHs B [HCbMax, Jake €CIH OHH
MPHLUIA OT TBOMX jApy3ei. Jlyuile yTouHH y HHUX, OTIPAB/SLUIN JIK OHH Tebe ITH
(hainwl.

[{ndpoBas pemyTarys

Lndposas penyTaiust - 370 HEraTHBHas WIH NO3WTHBHAs HH(OpPMAIIHs B
cetH o0 Tebe. Komnpomerupyrowmas uHdopmalius, pasmellentas B MHTepHeTe, Mo-
JKET Cepbe3HbIM 00pa3oM OTPasHTLCA Ha TBOCH peasibHOM xu3HH. "llndposas pe-
nmyTanud” - 9TO TBOH MMHIA, KOTOpbIH (Gopmupyercest u3 uadopmaumnn o tebe B
MHTEpHeTe.

TBoe mecTo kuTENLCTBA, yueObl, TBOE (PUHAHCOBOE 110JI0KEeHHE, 0COOEHHO-
CTH XapaKTepa H paccKasbl 0 OJIU3KHX - BCE 2TO HAKAIIMBACTCS B CETH.

Muorue nojpocTKH JerKOMBICICHHO OTHOCATCS K IyOJIUKaLUH JIMYHOH HH-
dopmaunn B Murepuere, e MOHMMAas BO3MOKKHbBIX MOCJHCACTBHI, Tbl name He



CMOJKEIIb JIOTafaThCst 0 TOM, 410 oTorpadusi, pasMelicHHas 5 JIeT Hasall, cTana
[PAYHHOH OTKA3a NpUHATHL Tebs Ha paboTy.

KommMenTtapuu, pasMeliende TBOUMX GOTorpadui 1 Apyrue ACHCTBHA MOIYT
He MCYE3HYTh [a)Ke I10CJI€ TOro, Kak Thl HX yJaNulb. Thl He 3HAelNb, KTO coxpa-
HUIL 9TY HHDOPMALMIO, 110114714 11 OHA B [IOMCKOBbIE CHCTEMBI W COXPAHMIIACH JIU
OHa, a TJIaBHOE: 4TO HOAyMaloT 0 Tebe OKpYKarollhe JIH0A1, KOTOPLIC HAHIYT
YBHIAT 3T0. HaiT MHGOPMaANHIO MHOIO JIET CIYCTS CMOXKeT 000 - Kak 13 J100-
pbix 1noOyK1eHKH, TaK U ¢ HAMEPEHUEM MPUYUHHTEL BPEA. JTO MOXKET OLITh KTO
YTOJIHO.

OcHOBHBIE COBETHI 10 3allMTe HHPPOBOI peryTalmu:

1. Iloaymalil, npexnae 4em 4ro-To mybIMKOBaTh U nepeiasats y cebs B Giore
HJTH B COLIHAIEHOMN CETH;

2. B nacrpoiikax npo@uias ycTaHOBH OrpaHHYEHHMS HA MPOCMOTP TBOEI'o
NMPOQUIISA U €ro COAECPIKUMOro, cJieiiait ero ToiapKo "t apysei";

3. He pasmewait 1 He ykasbiBail HHPOPMAIHIO, KOTOpask MOXKET KOro-aubo
ocKopOISATE MM OOMIKATE.

ABTOPCKOE 11paBo

CoBpeMeHHEBIC IIKOJBHUKH - AKTHUBHBIE [0JIB30BaTe/n 1M(POBOro 1po-
crpancTBa. OJIHAKO JIaIeKO HE BCE 3HAIOT, YTO M0/1b30BAHUE MHOTHMH BO3MOKHO-
CTAMH LM(pPoBOro mupa tpedyer coONMIOACHUS IPaB Ha MHTEINIEKTYAIbHYK C0o0-
CTBEHHOCTb.

TepMuH "unTe/LIeKTYaNbHASE COOCTBEHHOCTE" OTHOCHTCS K PA3IMYHBIM TBO-
PEHUAM YE/IOBEYCCKOTO yMd, HAYMHAS C HOBLIX M300pereHuid U 3HaKoB, 0003Ha-
qaloKMX COOCTBEHHOCTh HA MPOAYKTBI M YCIYI'M, H 3aKaHuMBas KHuramu, Goro-
rpausaMH, KHHO(QHILMEMH U MY3bIKAJBHBIMH [1POH3BEASHHAMH.

ABTOPCKHE NIPaBa - TO MpaBa Ha MHTE/UICKTYAJIbHYIO COOCTBEHHOCTH Ha
[IPOM3BEACHHUS HAYKH, JUTEPATYphbl H MCKyccTBA. ABTOPCKHME MpaBa BHICTYMAIOT B
Ka4yecTBe rapaHTHH TOr0, YTO MHTE/UICKTYa/IbHbLA/TBOPUYECKUIl TPy /L aBTopa He Oy-
JET HAIIPACHBLIM, JaCT €My CIpaBe/l/IMBble BO3MOXKHOCTH 3apaboTaTh HA pe3ybTa-
Tax CBOEro Tpy/a, NOJYYHTh W3BECTHOCTh M npusHaHue. Hukro 6e3 paspeieHus
aBTOpa HE MOXKET BOCHPOM3BO/IMTHL €r0 NPOU3BeIeHHe, PACTIPOCTPAHSTE, Ny0IHY-
HO ACMOHCTPHPOBAThL, INpojaBaTbk, UHMIIOPTHPOBATDL, IIYCKATL B Hpokart, II)’GJIHL‘IHU
MCIIOJIHATD, [IOKA3BIBATL/UCIONHATE B dbupe uin pasmeinars B MHTepHETE.

HcnonezoBanne "nuparckoro” nporpaMmMHoro obecriedeHus: MOKeT 1puBe-
CTH K MHOIMM PHCKaMm: OT [IOTEpPH JIaHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKH
TBOEIO YCTPOWCTBA, IJ/le ycTaHOB/ieHa HelerajibHas nporpamma. He crouT Takke
3a0pIBaTh, YTO CYLUECTBYIOT JlerajbHbiec M OeCIUIaTHBIE POIPAMMBI, KOTOPbIE
MOJKHO HaUTH B CCTH.

O noprane

CeTeBHYOK.p( - TBOMH IVIABHLII COBETYMK B CCTH. 31€Ch Thl MOKCIIb Y3HATD
0 0e30MacCHOCTH B CETH IOHATHBIM M JIOCTYIIHBIM S3bIKOM, @ [IPH BO3HUKHOBEHHH
KPUTHYECKOH cHTyauuu o0paTHThCH 3a COBETOM. A TakkKe IIPHHSATH y4acTHE B
KOHKYPCaX M CTaTh CaMbIM HU(QPOBBIM I'PaXKAaHHHOM!



